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How to capture network communication using Wireshark (Network Protocol Analyzer)

Introduction

In case there is a demand for inspection of network communication between PC and the device it is possible to record this
communication using Wireshark software. Wireshark software is capable to capture various communication traffic running
on a computer network no matter if communication is performed via cable (LAN) or wireless (Wi-Fi).

Procedure of Wireshark installation and use.

1. Download Wireshark software installer from Wireshark Download section
(https://www.wireshark.org/index.html#download). You need to select 32-bit or 64-bit installer version in
accordance with Windows version used (32-bit or 64-bit)

2. Install Wireshark software. During installation procedure default parameters proposed by the installer should be
followed. Just for your reference you can check with Screen-by-Screen images of the installation procedure, which
might be downloaded from following link
(https://downloads.dataapex.com/documentation/clarity/other/Wireshark-Installation-Screen-by-Screen.zip).
Detailed help for installation of Wireshark software is also available online
(https://www.wireshark.org/docs/wsug_html chunked/ChBuildInstallWinInstall.html).

3. Start Wireshark software.

4. The initial window provides list of available networks. It is necessary to select the respective network to which device of
interest is connected to.

e Windows 11

The device of interest is connected to PC using network called Ethernet (LAN network). Name of network can be found
in 'Network & Internet Settings > Ethernet' dialog.
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e Windows 10

The device of interest is connected to PC using network called Ethernet (LAN network). Name of network can be found
in 'Network & Internet Settings' dialog.
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e Windows 7
The device of interest is connected to PC using network called Local Area Connection (LAN network). Name of network

can be found in 'Network and Sharing Center' dialog.
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5. In case the device is connected using Wi-Fi network it is necessary to select correct Wi-Fi network in the list of networks.
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6. Fill in necessary information into "...using this filter:" item.

Here needs to be specified what kind of communication traffic should be recorded.

For case of recording of communication traffic with device connected via LAN is necessary to insert command
tcp port and port number.
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The Port number value can be typically found in device Setup dialog accessible under 'Setup...' button in the System
Configuration, on the bottom of the dialog

(https://www.dataapex.com/documentation/Content/Help/010-clarity/010.010-system/010.010-configuration.htm).
There follow some examples of Port number values for various devices.
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Device Setup in Clarity System Configuration Adapted Wireshark Settings
Setup X
Communication
protocol  (JGPIE  @TCP Auto Detect
GPIE Board: | gpib0
Address: | 1 Capture
IP Address: ..using this filtter: [ |hq:| port 9100 X ] All interfaces shown >
IPcrt: 9100
P WVMware Network Adapter Viinetd )
Ethernet Lt
Remove ... Vhiware Network Adapter Vinet1 )
Common
Ok Cancel Help
Detector Setup X
Communication Settings
Interface : |Ethernet (LAN) b
IP Adress : AutoDetect
fport: 10001 | = Capture @)
Press Test ko check IFunitis comected .. using this filter: [ |tq:| port 10001 E:i - ] All interfaces shown >
Detector Settings VMware Network Adapter Viinetd A
Name : Ethernet M
Viware Metwork Adapter Vinet] )
[]5top lamps when dosing instrument windaw
Set User's Spedfication
Cancel Help

Setup

Connection

1P {Fort | | EZE

* the configuration of GC is out-of-date.

AutoDetect

Capture

.. using this filker: [ |tq:| port 242

m = | |Allinterfaces shown ™

VMware Network Adapter Viinetd

Ethernet
VMware Network Adapter Vivinet]

[}
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For other devices this information about can be found in Hardware Configuration or in Help documentation.

(7] Requirements

@ Installation procedre
@ Using the control module
Report Setup

@ Troubleshooting

7] Clarity Main help

communication

LAM communication | UDP xxxx2101

since version 6.1
(where xxxx s the IP address)
USB communication | FTD2XX SNx (where x is the serial number of
the sampler)
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Contenis |pdex Search Fal*|* ||| Format of the port settings in COMMDRV.INI A
- — [ icati Format syntax Hardware Configuration - S e s
7
Brief Desciption Serial COMx (where x is the number of the COM port) g

Hardmase Configueation

Type of Machine : -
Comecton: TGP

) ol

Then it is necessary to start capturing of communication traffic using icon of blue dorsal fin.
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Fj Edit View Go Capture Analyze Statistics Telephony Wireless  Tools »
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[l ‘Apply’adlsplay’ filter ... <Cirl-f= = '] Expression +

Welcome to Wireshark
Capture
using this filter: [ ‘hq: port 2101 B hd ]AJI interfaces shown |

During capturing the screen of Wireshark will be populated with communication. The trouble with the device should be

repeated right now while the capturing is running.

& Capturing from Ethemet (tcp port 2101) - m] x
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(M [apply a display filter _ <Ctrl-/> =3 -] Expression... +

Na. Time Source Destination Protocal  Length Infc &
23871 321.337572  192.168.111.127 192.168.111.163 T 70 216
23872 321.337646  192.168.111.163 192.168.111.127 TP 54 65¢
23873 321.337730  192.168.111.163 192.168.111.127 T 70 65¢
23874 321.341872  192.168.111.127 192.168.111.163 TP 60 21¢
23875 321.377954  192.168.111.127 192.168.111.163 T 70 216

v

< >

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface A

> Ethernet II, Src: Giga-Byt_9c:90:8b (98:2b:34:9c:98:@b), Dst: Digiboar_75:b4:f6

» Internet Protocol Version 4, Src: 192.168.111.163, Dst: 192.168.111.1 v

< >

0080 8 48 9d 75 b4 6 98 2b 34 9c 9@ @b 08 8D 45 8D

0010 8@ 34 2e 92 40 0@ 5O 06 09 80 c@ a8 6f a3 c@ a8

8020 6f 7f Ff ca 08 35 [FIETICIRE 00 90 08 00 80 02

2630 fa @ 60 9a 80 00 B2 @4 05 b4 01 83 03 88 61 81

0040 94 02 -

() 7 Ethernet: <ive capture in progress> || Packets: 23875 - Displayed: 23875 (100.0%) || Profile: Defauit

The capturing should be finished using icon of red square.

A Capturing from Ethernet (tcp port 2101)

a x

File View Go Tools

Pl R TRE e EF LS EQAQAQH

Capture  Analyze Statistics  Telephony  Wireless Help

W | 2pply a display fitter ... <Ctrl-/>

No. Time:

23871 321.337572
23872 321.337646
23873 321.337730
23874 321.341872
23875 321.377954

=2 -] Expression +

Source

192.168.111.127
192.168.111.163
192.168.111.163
192.168.111.127
192.168.111.127

Destination Protocol  Length Infc ™
192.168.111.163 TCP 78 21¢
192.168.111.127 TP 54 B5¢
192.168.111.127 TCP 78 B854
192.168.111.163 TP 5@ 21¢
192.168.111.163 TCP 78 21¢
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10. Invoke Save dialog using 'Save As' command from 'File' menu.

M “Ethernet (tcp port 2101)

11.Name the communication traffic record and save it as below shown file type.

File Edit View Go Capture Analyze 5tz

Open Ctrl+O

Open Recent 4
Merge...

Import frem Hex Dump...

Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5

Nrleiz brmdi me - mean (© dme a2+ dmee san

M Wireshark: Savefile as X
Savein: | [ Deskiop v @& P E-
-
* Mame Date modified Type
X 28.01.2018 1245 File folder
Klibckacess 31.05.2018 7244 File folder
- 02.02.2018 13:20 File folder
10.08.2018 11:58 File folder
Desktop 18.01.2018 10:07 File folder
- 06.06.2018 1415 File folder
m 11.10.2018 7:35 File folder
Libraries 18.05.2018 13:28 File folder
12.07.2018 16:43 File folder
! 13.06.2018 16:08 File folder
This PC #l 15.01.2019 9:02 Shortcut
Metwork
>
File name: Communication ~ ‘ | Save
Save as type:

/ capng (".ntar gz;* rtar: -* pcapng)
Wiresharktcpdump./ ... - peap (*.dmp.gz:”.dmp:”.cap gz:
Wiresharktcpdump./... - nanosecond peap {*.dmp.
[ Compress with g| Modified tepdump - peap (*.dmp gz;”.dmp;” c:

ap:” pcap.gz”pe
dmp:" cap.gz:” cap:”

peap)
1}

12. Contact DataApex Support Team at support@dataapex.com and provide this captured communication.
13. DataApex Support Team can also provide guidance regarding types of communication and port numbers for respective

devices upon request.
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